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Presentation Notes
Hello everyone! My name is John Dill, CIO for the Bermuda Monetary Authority, co-chairman of the electronic Supervision Forum with Dr. Said Tabet. Said is unfortunately unable to join us today. Said and I and a core team from GRC-XML are working on a few innovative uses of XBRL technology. We wanted to share with you our current initiative and progress.As XBRL continues its worldwide adoption, we look beyond financial reporting and towards the integration of key business processes to enable efficient governance, performance oriented risk management, and integrated compliance activities.This talk will focus on GRC-XML as a framework, as a taxonomy for sharing governance, risk, and compliance information.



 Brief Overview 
 What is GRC? 
 Business Case 
 GRC-XML Working Group 
 GRC and XBRL 
 GRC-XML Taxonomy and Information Model 
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The agenda:We will start with a brief overview and with a statement about some of the critical issues every organization is facing today, created by years of silos and complex inadequate processes.We will talk about GRC in general and provide our view of how to go from the current state to future state. We will then introduce GRC-XML and the business case, scope and current work.We will define and discuss how XBRL and XBRL GL technologies form the foundation behind GRC-XMLWe will finally provide a more detailed overview of the GRC-XML taxonomy and information model.Finally, we will summarizes this presentation with some take aways and an invitation to the audience to get involved.
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Question: How may of you know or are familiar with the term GRC?In a number of organization, these three letters are actually still defined separately! That’s where the problem starts: Governance is disconnected from Risk management and Compliance is considered an after thought. Bringing those together is just the starting point for any organization that wants to leverage and get an ROI  where in the past this is considered a burden and an expense.Most companies we talk to, especially large ones clearly suffer from lac of communication between its departments and lines of business, IT, the board, and C level executives. Resources are wasted, information is duplicated and often not used, integration is poor and costly, and strategy disjointed. All of this leading to a lack of visibility and transparency creating a crisis at the oversight level.



Current State  
• Fragmented silos 
• Mostly reactionary 
• Individual projects  
• Separate from mainstream processes 

and decision-making 
• Spreadsheets, spreadsheets, 

spreadsheets 
• Limited and fragmented use of 

technology 

SOURCE: OCEG Illustrated Series SOURCE: OCEG Illustrated Series 

Future State  
• Integrated management & 

performance 
• Proactive planning & execution  
• Integrated capability 
• Embedded within mainstream 

processes and decision-making 
• Coordinated transactions & 

shared data 
• Architected solutions  
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Now, while it is important to understand and recognize the challenges, it is equally important to have a clear view on how to prioritize and solve these problems in order to define the future state and bring positive change.From fragmented silos, create an integrated management with a performance oriented approach�Eliminate a reactionary behavior and implement a more proactive planning and execution�Enable an integrated capability to support visibility across projects�GRC needs to be embedded within mainstream processes and in the decision making at all levels�Data needs to be shared and actionable, use of standards, and agile architectures.



GRC Program Oversight  
• Requirements are not new, 

but have expanded 
• Automation and 

standardization  is a trend 
and opportunity  

• Historically required of 
Managed Service Providers 
(MSP): 
– IT Service Level 

Agreements with 
metrics  
• IT Service Management 
• Business Continuity 

– Compliance certification 
against a framework 
such as ISO27001/2 
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The implementation of a GRC program Oversight is key. While the requirements are not new, they are now more far reaching and for the right reasons!When we look at the diagram on the slides, we can see the 4 core areas of focus, a consensus in the industry:Finance and Business OperationsLegal and Corporate ComplianceInformation TechnologySecurity



• A common language of risk and control is a prerequisite for 
effective management of audit, risk, and compliance 
processes 
 

• Most organizations currently struggle with a common 
language of risk and control between their internal GRC silos 
 

• There is no standard risk and control language for multiple 
information systems to communicate or pass information 
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Now that we went through a quick tour of the World of GRC, let’s get a little bit closer to the next frontier, use of XBRL for GRC.When we started our initiative, the first observation we wanted to share after many discussions and survey of CIOs, CFOs, CCO, CROs, and CGOs, is that everyone recognizes that effective management of GRC processes REQUIRES a common language both at the business and the IT levels.�In addition, each organization we talk to admits to the struggle with their internal GRC silos, costly and with high risk of compliance breaches and inadequate reporting.�We found no standard GRC language for multiple systems to communicate and share GRC information (controls, risks, tests, evidence data, reports, etc)



• Standard risk and control models exist and are utilized by many organizations 
(COSO, COBIT, ITIL, …), yet there is no common language for systems to 
communicate on these taxonomies 
 

• XBRL is a functional technology for enabling systems to communicate business and 
financial reporting information 
 

• XBRL can be effectively leveraged to enable information systems to communicate 
Risk, Control and Test of Control information 

GRC-XML is a framework for the exchange and sharing 
of Governance, Risk, and Compliance Information 
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Once could suggest that we do have COSO, COBIT, ITIL, NIST and other frameworks. However, for organizations that use many of these frameworks and their own in-house models, there is still no standard way to communicate between them. Even the mapping initiatives that you may hear about are manual and often not formalized leveraging a community of practice.We have seen how XBRL demonstrated its capabilities as a functional technology enabling systems to communicate financial reporting information, and now more and more other business reporting informationWe do believe that XBRL can now be leveraged effectively for GRC information sharingAt the end, if I have to leave you with one simple message summarizing GRC-XML:	a framework for the exchange and sharing of Governance, Risk, and Compliance Information



 
As a working group, we focus on 

o Creating the next version of the GRC-XML Taxonomy 
Framework 

o Providing guidance and support to enable tooling and 
prototyping in order to demonstrate how standard libraries 
can be integrated and translated to GRC-XML, where possible. 
 

 
We expect vendors and other organizations to 
create their own mappings between GRC-XML and 
their proprietary formats 

 © 2011 
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We have a very clear mission with a specific focus at the moment developing the version 2.0 of GRC-XML and providing guidance and support to enable tooling and prototyping.We do expect organizations and vendors to create their own mappings to support their internal proprietary format



 Enhance the current version of GRC-XML 
 Define the GRC-XML requirement for Cloud environments 

(Security needs, Service level agreements, data governance, etc.) 
 Refine and formalize vocabulary and update it as needed 
 Ability to support conversion and versioning between the many 

standards and libraries that are available (ITIL, COSO, COBIT, 
NIST, UCF, Basel2/3, and proprietary libraries) 

 Support the tagging and the traceability from the data layer all 
the way to the business level (goals, processes, objectives, 
policies, etc.) 

 Use XBRL GL as the standard format for evidence and input, and 
XBRL FR for summarized reporting 
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GRC-XML was develop using robust industry practice and standard. The diagram show here provides a view of our information model, the foundation of the GRC-XML taxonomy framework. It shows at the center the two core elements: Risk and Control, shows the various relationships and linkages to information that needs to be reported or processed in a GRC environment. In addition to reporting data, information for evidence information, transactions, testing can also be captured.



GRC  
Applications & Systems 

Enterprise GRC, 
Operational GRC, 
IT GRC, etc. 

Controls  
Testing & Monitoring 

Risk & Controls  
Repository 

GRC XML 

Automated Control Tests 
  Transactions 
  Configurations 
  User access  
Manual Control Tests 
  Surveys 
  Sampling 

Risk models 
Controls documentation 
  Organization / Process 
  Test Procedures 
  Test Results 
 

GRC XML 

Sample Deployment 
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The following shows a deployment scenario for GRC-XML. This illustrates the interaction between various classes of systems including documentation and reporting for eSupervision, continuous monitoring systems, and finally various GRC application at the enterprise level



Enabling 
transparency and 
traceability 
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This picture is worth a thousand words. Said took it recently while at the market in London….imagine that every organization can produce such a transparency model across all levels! This is our aim with GRC-XML.



 Integration of different areas: security risk, IT risk, 
financial risk, operational risk, and others – many 
areas, one language 

 Visibility across silos 
 Reduction of redundancies and duplications 
 Standardization, simplification 
 Reduced information friction to facilitate (more) 

continuous monitoring and audit of controls 
 Consistency of Regulatory Supervision 
 Facilitate Efficient Regulatory Oversight 



 Join our working group 
 Collaborate with us: 
◦ Use Cases in your specific sector(s) 
◦ Reviews of published specification 
◦ Implement and support the standard 

 
 Contact us: 

Said Tabet: stabet@oceg.org 
 John Dill: jdill@bma.bm 

 

mailto:stabet@oceg.org
mailto:jdill@bma.bm
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